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This research aims to determine the privacy management of 
personal data protection in digital transactions. Personal data 
protection is often best with various information sharing models. 
Data threats often cause problems that are detrimental to young 
people, but these problems are often ignored. Privacy management 
and protection of personal data in digital transactions is becoming 
increasingly important along with the increasing use of digital 
technology in everyday life. Using qualitative methods by 
conducting interviews with young people who use applications for 
digital transactions. The research results show that communication 
management is carried out in the form of organizing, analyzing and 
optimizing personal data protection. Teenagers understand about 
protecting personal data on the platform. The platform's certainty 
of protecting personal data in digital transactions increases 
teenagers' confidence in sharing data. To ensure effective privacy 
management teens review the security and surveillance system 
rules according to security standards. The emergence of a proactive 
and continuously monitoring attitude in privacy management as a 
form of awareness among young people about digital transactions. 
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INTRODUCTION 
Increasingly intensive digital communication encourages different forms of interaction, such 

as sharing activities and increasing digital transactions such as buying and selling. This condition 

allows each user to share personal information in the transaction process. Often, this condition causes 

negative effects such as fraud and theft of personal information. According to Bank Indonesia (BI), in 

2023, the value of digital banking transactions will be recorded at IDR 58,478.24 trillion or an annual 

growth of 13.48 percent. Meanwhile, in 2024, digital transactions are expected to grow by 9.11 percent 

on an annual basis to reach IDR 63,803.77 trillion. This optimism is based on the performance of 

digital economic and financial transactions supported by a secure, smooth and reliable payment system 

(Subekti, 2024). Transaction security and compliance with security protocols in online transactions are 

often problems for people when using digital transactions. Lack of protection of personal data and 

limited knowledge of regulations are barriers. According to the Association of Indonesian Internet 

Network Providers (APJII), the number of internet users in Indonesia has reached 79.5% at the 

beginning of 2024, an increase of 2.75% from the beginning of 2023. The increase is higher compared 

to the 2022-2023 period, which was only 2.66%. About 221 million Indonesians are connected to the 

internet. Meanwhile, the number of people connected to the internet will reach 215 million in 2023. 

Strong cooperation between the private sector and the government in efforts to expand internet access 

throughout Indonesia (Suhartanto, 2024).   

The development of the internet is also beginning to have an impact on the economic sector, 

giving rise to various types of innovation. This innovation is known as fintech (financial technology), 

which is an innovation in the economic sector with a digital basis. Fintech refers to the use of 

technology to provide solutions to various financial problems. The presence of fintech has changed 

people's behaviour in carrying out economic activities with the various conveniences offered. The 

advancement of digital skills offered by the information technology era has the potential to be a tool 

of empowerment, but it also opens up opportunities for criminals to take advantage of society's 

ignorance and negligence (Azzani et al., 2023). Based on data from SimilarWeb cited from the 

databases page, Shopee is the e-commerce site with the highest number of website visitors in Indonesia 

in the first quarter of 2023. In the period January-March 2023, the Shopee site achieved an average of 

157.9 million monthly visits. . In the same period, Tokopedia achieved an average of 117 million visits, 

followed by Lazada with 83.2 million visits, BliBli with 25.4 million visits and Bukalapak with 18.1 

million visits per month. 2023 (Ahdiat, 2024). This means that the potential for digital interaction 

described above allows a lot of personal data to be exchanged in transactions. One of these is online 

credit, which allows consumers to obtain credit online without having to register with money-lending 

institutions such as banks, cooperatives and the like. However, users are required to register first, with 
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the condition that they provide a photo ID. This raises concerns about the security of personal data 

protection when using e-commerce applications. Security in e-commerce platforms is one of the 

important factors that consumers consider when making transactions. There are potential crimes that 

can occur in online transactions, such as fraud, credit card hijacking, theft of personal data, storage of 

funds whose security is not guaranteed, and many more. Consumers' perception of risk in online 

transactions is higher than in traditional transactions. 

The context of personal data protection is an important and relevant issue. According to the 

2024 Indonesian Internet Penetration Survey Report, online fraud is the case of data security 

vulnerabilities that most frequently attack internet users with 32.50%, cases of data theft experienced 

by 20.97%, devices affected by viruses (19.31%), no can access the application (10.04%) and other 

cases (5.32%). However, there are still many respondents, namely 42.45%, who do not know about 

the cases of data security vulnerabilities they have experienced (Muhamad, 2024). In 2024, it is 

predicted that personal data theft will dominate (CNN Indonesia, 2024). The choice of control 

mechanism for disclosing personal information is an attempt to use online application systems related 

to privacy (Yel & Nasution, 2022). The protection of personal information is becoming increasingly 

important as the number of online transactions increases. Under these conditions, it is important to see 

what is teenagers' understanding and awareness of efforts to protect personal data in digital 

transactions? and what is the communication strategy to increase awareness of personal data protection 

in digital transactions. 

THEORETICAL OVERVIEW 

Attention to the protection of personal data is recognized as a human right that requires legal 

protection of personal data. Privacy policies emerged from the common law system, a system as a self-

regulatory approach. The privacy policy is adapted to the principles of personal data protection 

established by national laws and regulations (Rahmawati et al., 2023). Indonesia provides legal 

protection for human rights as expressly stated in the 1945 Constitution. This shows that legal 

protection for personal data is only accommodated in sectoral regulations that have certain 

comprehensive laws (Yuniarti, 2019). This means that consumer protection and protection of 

consumers' personal data are very necessary (Priliasari, 2019). According to Law no. 27 of 2022, 

personal data is defined as data about natural persons who are identified or can be identified 

individually or combined with other information, either directly or indirectly, through electronic or 

non-electronic systems. Another definition of personal data is data in the form of a person's identity, 

codes, symbols, letters or numbers that are personal and confidential. High interaction in various 

transaction needs, encouraging privacy management in the digital era is very important (Saidah, 2021). 
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Communication that increasingly relies on technology but is not balanced with regulations can have 

an impact on the security of user privacy data (Hamonangan, 2023). 

Users' concerns about the distribution of their personal information on social media are often 

demonstrated by looking at the service provisions for personal information (Aji & Utari, 

2022).Communication privacy management is the main consideration when deciding to use digital 

interactions such as social media (Tobing, 2021). Digital literacy as a means of managing 

communication privacy (Yusuf et al., 2022). Solutions for protecting individual data privacy when 

creating, storing and processing data (Winarsih & Irwansyah, 2020). 

The Indonesian government regulates the protection of personal data as regulated in Law 

Number 27 of 2022 concerning Personal Data Protection (UU PDP) which stipulates that individuals, 

including those who carry out business or e-commerce activities at home, can be categorized as 

personal data controllers. So that he is legally responsible for the processing of personal data that he 

holds and fulfills the provisions in the PDP Law. Therefore, the claim of loss from the Petitioner in 

Case 108/PUU-XX/2022 has actually been accommodated in Article 2 paragraph (1) of the PDP Law 

which stipulates that this norm applies to everyone. Law No. 11 of 2018 concerning Information and 

Electronic Transactions or the ITE Law and its derivative legal products, Regulation of the Minister 

of Communication and Information of the Republic of Indonesia No. 20 of 2016 concerning Protection 

of Personal Data in Electronic Systems. According to Law No. 8 of 1999 concerning Consumer 

Protection, one of the basic rights of consumers that is protected is legal certainty. In this problem, one 

of the legal certainties that must be protected is the confidentiality of documents. Therefore, e-

commerce Shopee also applies these regulations in its services. 

METHODOLOGY 

The research method in this study uses a qualitative research method with a descriptive 

approach. Qualitative research methods focus on explanations rather than generalizations. Data 

collection techniques were carried out using observation, interviews and document study. In-depth 

interviews were conducted with generation Z informants with the criteria of routinely carrying out 

digital transactions for various purposes such as business, sharing activities and shopping. The criteria 

are intended to explore information regarding awareness of personal data protection and 

communication strategies to increase awareness of privacy management in digital transactions. 

Document studies are carried out by collecting documents related to personal data protection. The 

data analysis technique used uses an interactive data analysis model. Interactive data analysis 

techniques are an approach to qualitative data analysis that is carried out interactively and takes place 

continuously. This approach includes three main stages, namely data reduction, data display, and 
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conclusion or verification. Data reduction involves breaking down, synthesizing, and looking for 

patterns in the data, while data display is related to presenting the data systematically, and the final 

stage is drawing conclusions or verification (Miles et al., 2014). This technique is used in qualitative 

research to understand, organize and process qualitative data in order to find certain meanings, 

interpretations and conclusions from all the data in the research. 

RESULTS & DISCUSSION 

Awareness of the importance of Communication Privacy Management 

The tendency to convey shared privacy information such as name, age, family, domicile, status, as 

well as hobbies and personal character as an effort to manage privacy (Wahyuni et al., 2024). This 

condition allows various negative impacts to occur. Digital Literacy is an aspect of raising awareness 

regarding the protection of personal data as an effort to early detect potential misuse of personal data 

in digital transactions. The privacy management carried out tends to be limited. Teenagers have 

difficulty distinguishing between private and public boundaries. According to a 20 year old teenage 

informant, digital transactions are youthful and profitable. Even though you submit data in the form of 

address and personal identity, there is no worry that this could be misused. 

"When I shop, I like to go online, sometimes I make a story when the goods arrive. That's often 
the case. If you ask me why, I'm just happy to post it, especially if someone asks, where to buy 
it, share the link. Think about helping people's fortunes," (Source: interview, 2024). 

 Digital interaction requires each individual to have a high level of awareness. Often individuals' 

understanding of the risk of personal data leakage in digital transactions is still often overlooked. Their 

information security when operating online or carrying out digital transactions tends to be indifferent 

to privacy. Teenagers have a tendency to be active on social media, by sharing personal information 

such as email addresses, telephone numbers, or locations openly, this condition can trigger fraud and 

identity theft. This data is used for various transaction actions. For example, the desire to gain 

recognition or popularity on social media encourages teenagers to have a tendency to open themselves 

up so that communication can be established. The notion of sharing a lot of information about yourself 

can attract attention and then followers. This condition is part of an effort to build self-existence. 

 Digital security risks require a different communication approach. This condition not only 

fosters knowledge, but also action and prevention. In Law no. 27 of 2022 Personal Data Protection as 

an overall effort to protect personal data in the process of personal data processing in order to guarantee 

the constitutional rights of personal data subjects. Meanwhile, according to article 28 G of the 1945 

Constitution, personal data protection is a type of privacy protection that is directly regulated by the 

Constitution of the Republic of Indonesia. Privacy is also included in the realm of confidentiality and 

needs to be protected. Under these conditions, communication may increase individual awareness, 
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resulting in desired behavioral changes. Efforts to increase awareness of the importance of protecting 

personal data in digital transactions require real efforts such as utilizing communication channels, 

outreach and in-depth outreach. Including regulatory restrictions that limit teenagers from carrying out 

transactions. 

 In the context of communication management, the openness of information that occurs between 

teenagers and the platform actually increases the quality of the information that occurs, even though 

personal identity gives rise to sensitive communication, the intensity of communication that occurs 

makes the communication that occurs open and transparent, thus allowing for reciprocity and feedback. 

This encourages satisfaction that arises between platforms and teenagers. Positive responses and good 

response speed in trusting platforms are often driven by the desires that arise from these actions. 

Strategy for Managing Personal Data Protection 

 Personal data protection communications strategies must be carefully designed to effectively 

educate and persuade individuals to take the necessary actions to protect their information in digital 

transactions. Provide clear and easy-to-understand information about the risks of personal data leakage 

in digital transactions. This low awareness makes it important to protect personal data. In addition to 

the emerging knowledge drive, the emphasis on individual values such as privacy, and security 

becomes the individual's duty of control over personal information. This condition can show the 

consequences of disclosing personal data in digital transactions, thereby strengthening data protection 

efforts. Be aware that text messages, images, audio, and video are personal data so it requires awareness 

of the importance of this data. 

 Although communication establishes trust in the message conveyed, the boundaries of openness 

determine the level of security in the interaction. Conveying consistent messages that prioritize 

protection can strengthen awareness and understanding which can change user behavior in taking data 

protection steps after receiving information or communication messages. Customers' or users' trust in 

social media business communication content (Utami, 2021),  often increases the desire to exchange 

messages in digital transactions. These conditions allow the intensity of interaction to increase. In 

Indonesia, personal data protection is not yet a big issue, but to avoid leaks of people's data, the 

government has made regulations regarding personal data protection. It is said that personal data is a 

matter of privacy. Where privacy is an idea of maintaining a person's integrity and dignity. The right 

to privacy is a person's ability to determine who has the right to hold information about them and 

determine how that information is used. 

 Even though teenagers have become aware of the protection of personal data. Users themselves 

must also filter themselves to differentiate between information and secrets (Okditazeini & Irwansyah, 

2018). Youth speakers define personal data protection as protecting private data that cannot be shared 
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or known by just anyone. However, the practice often ignores this privacy, reasons of trust and 

regulation are often the driving force for this action. 

"If in the application or Pay Later feature you have to use your identity, we'll just follow it. If 

that's a requirement, if you don't meet it, you can't. I'll just follow it," (Source: interview, 2024) 

 Interviewees 11 out of 13 have a high level of awareness, but they are also active users of the 

Pay Later feature. This means that to be able to use this feature, users are required to input some 

personal data such as; full name, telephone number, home address, and also photo identification (KTP). 

This data is data that should not be known carelessly by other people. These conditions encourage 

individuals' understanding of the concrete steps they can take to protect their personal data after 

receiving communication messages. The protective steps include; First, measuring private messages. 

The communication carried out tends to give rise to an attitude of evaluating personal data involved in 

the data protection program by ensuring that the data is not for public consumption. It encourages 

individuals to assess the individual's level of engagement with the communication message, such as 

the number of interactions with online content or participation in organized community events. 

 Second, the a tendency to activate additional security features and avoid sharing personal 

information unnecessarily. This was done considering the potential crimes that threaten users. Youth 

speakers are aware of the potential long-term impact of communication messages that spread personal 

data. This awareness and behavior is demonstrated by finding out about various information, such as 

feature reviews, finding out from colleagues and various potential dangers. 

"If I usually use double security, after that, to decide to share an application that provides a play 
later feature, look at application reviews and ask friends. If they have used it, of course, they 
already know the contents of the application and security", Source: Interview, 2024). 

In the law that regulates the protection of personal data, it is regulated in Law Number 27 of 

2022 concerning Personal Data Protection (UU PDP) which regulates that individuals, including those 

who carry out business activities ore-commerceat home can be categorized as a personal data controller. 

So that he is legally responsible for the processing of personal data that he holds and fulfills the 

provisions in the PDP Law. 

Personal data protection really depends on digital platform developers. Policymaker and 

platform developer aiming to improve online privacy protection in Indonesia's digital landscape. In 

addition, the clarity of privacy policies increases the level of trust digital platforms have in user 

behavior (Fathni et al., 2023). Even though the registration process requires entering personal data such 

as identity card, address, and telephone number, several sources explained that this was not something 

to worry about. This condition refers to the legality of applications that have been registered in 

Indonesia, thereby increasing trust. Although there are concerns regarding leaks of personal data, the 
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government's confidence in providing regulations has taken into account the worst impacts so that 

government supervision can encourage positive action. 

"This application is legally registered, right? So if there is a leak of personal data, we should be 
able to report it to the authorities.‘So far I have never encountered any cases of data leakage in the 
application. "So in my opinion, the protection of personal data in this application is quite 
guaranteed, even though there are concerns, just trust the government to monitor it,"Source: 
Interview,2024) 

The aspect of individual trust in institutions or communication sources that convey information 

about the protection of personal data in digital transactions has the effect of increasing awareness and 

sustainable behavior changes over a longer period of time. However, personal data protection policies 

are different for each application, leading to lower levels of trust in society. According to a teenage 

resource person (19), he had experienced personal data being spread, so he decided not to use the 

application. 

"I think in several product packages that I purchased from this application, my personal 
identity such as telephone numbers and addresses were not censored. And I'm a little sensitive 
about that."Source: Interview, 2024) 

CONCLUSIONS 

Fintech innovations increase digital transactions and the behavior of teenagers in digital 

transactions. The protection of personal data is important for teenagers in digital transactions. 

However, a small number actually consider the risks associated with the use of personal data in digital 

transactions. Effective communication strategies are implemented by teenagers by looking at a lot of 

reviews, reading applicable regulations, and being aware of the limits of existing information. 

Teenagers' awareness arises about protecting personal data when data theft occurs. Meanwhile, 

teenagers are confident in deciding to provide their personal identity because the transaction platform 

provider is recognized for its legality. The majority of teenagers are aware of the possibility of data 

leaks, but they still use the application for comfort and security which is guaranteed by government 

regulations. A platform strategy that provides comfort and security even though the user provides their 

identity, encourages increased confidence among teenagers. This condition makes teenagers more 

confident in the security of their personal information when transacting via digital platforms. 
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